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FOREWORDS 

 

My name is Danny. Mostly of the time I am a malware analyst. I spend a lot of time to do research of every 

kind of malware, viruses and reversing in general. 

 

This is my first tutorial which has as title “Results of bad protection-implementation”. 

In this tutorial we will investigate a commercial application which is protected by several commercial 

protectors. The goal is not to harm this commercial application in any way, instead of that I will point the 

developers in the right direction if they read this tutorial. And I’m sure they will ;). 

Also this is not only a learning-process for the developers of this application, but also for other Windows 

developers! 

 

In this paper we will see that it doesn’t matter how many protections an application got, when it is 

implemented in the wrong way each protection is useless. This is the case of “Driver Genius v12.0.0.12.11” 

which is our target in this paper. 

 

The developer spend probably a lot of money to protect his application. The first protector where we deal with 

is Asprotect. Well, I said “protector” but I think this one is merely used to embed a file into the main *.exe. 

However, the second protector is the feared VMProtect. Yes I said “feared” because VMProtect is a really 

strong protector, with really strong features. But like I told before it does not matter how strong a protection 

is, if it is implemented in the wrong way… 

 

Happily there is just one good protection by the Developers of Driver Genius. Due this one and only good 

protection I am able to write this tutorial. I am talking about connecting to the license-server of Driver Genius 

when you want to download your out-to-dated drivers. This makes it impossible to download drivers from 

their server when you do not have a valid license. If this protection was not present I had never wrote this 

tutorial to keep Driver Genius alive ;)  

 

References: 

 

Asprotect 

http://www.aspack.com/asprotect.html 

 

VMProtect 

http://vmpsoft.com 

 

Driver Genius 

http://www.driver-soft.com 

http://www.aspack.com/asprotect.html
http://vmpsoft.com/
http://www.driver-soft.com/
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DISCLAIMER/LICENSE 

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it. 

This eZine is also free to distribute in its current unaltered form, with all the included supplements. 

We have potentially illegal stuff inside. All the commercial programs used within our tutorials have been 

used only for the purpose of demonstrating the theories and methods described. These documents are 

released under the license of not using the information inside them to attack systems of programs for 

piracy. If you do it will be against our rules. No distribution of patched applications has been done under any 

media or host. The applications used were most of the times already been patched by other fellows, and 

cracked versions were available since a lot of time. ARTeam or the authors of the papers shouldn’t be 

considered responsible for damages to the companies holding rights on those programs. The scope of this 

document as well as any other ARTeam tutorial is of sharing knowledge and teaching how to patch 

applications, how to bypass protections and generally speaking how to improve the RCE art. We are not 

releasing any cracked application. We are not at all encouraging people to release cracked applications; 

damages if there will be any have to be claimed to persons badly using information, not under our license. 

This disclaimer applies to all ARTeam releases and tutorials! 

 

VERIFICATION 

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and 

are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site: 

http://releases.accessroot.com  

  

http://releases.accessroot.com/
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2 ANALYZING 

 

First of all we have to know how the application works. This means we are going to analyze 

the behavior of the application, the code of it etc. So load the application in Olly and run it. 

Play a bit with the features and return back to Olly and reload it. The first thing we see is 

that the application is compressed or protected as there is no “real” code. 

The first 4 commands is typically Asprotect. Easy right?  

 

                                                        Figure 1 

 

Just unpack it in the way you unpack Asprotect usual. But what the hell! After getting rid of 

Asprotect we did not land at OEP! Instead, we did landed at a VMProtect stub. How do I 

know it is VMProtect? Well, if you are familiar with packers/protectors, you will quickly 

recognize the stubs of it. 

So just unpack the VMProtect stub as usual. If you do not know how to do this, just use the 

ESP-trick, tracing and BP on CODE-section and pressing F9 a couple of times. The 

explanation of the ESP-trick can be found at:  

http://blog.chackraview.net/2012/03/24/manually-unpacking-dorkbot/ 

 

1. From EP, you should press a few times F7 to land at 008DE001. 

2. When you do the ESP-trick at this point, you will break somewhere; from here press 

8 times F9 and you should land at VA 0068ABA6. 

3. When you trace with F7 a while, you will see a RET 3C opcode, which is at VA 

00688B6B. But a BP on it. 

4. Now you should press F9 until you breaks for the 14’th time at 00688B6B. 

5. Set a memory breakpoint on access on .CODE section. 

6. Press a couple of times F9 and…. 

 

 

 

http://blog.chackraview.net/2012/03/24/manually-unpacking-dorkbot/
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You will land at OEP, which is 00412678 in this case. Place a HWBP on execution on it. 

 

Figure 2 

 

When you take a look at the IAT right above OEP, you will notice that almost all imports are 

valid, except one. 

 

Figure 3 

 

So put a BP on the invalid import and run the application.  Once you break, take the jump, it 

leads you to outside the *.exe file memory. Well, let’s trace this little code. Trace till the 5’th 

line. At the 5’th line there is something interesting. It will move a pointer to EAX. This 

pointer points to an ASCII string which is “kernel32”. We all know “kernel32.dll” is part of 

the library files of Microsoft. 
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Figure 4 

 

The next line is moving the first 4 bytes of the ASCII string to EAX. This is because the next 

line is comparing EAX to FFFFFFFF. 

In this case (EAX != FFFFFFFF) so we will jump, but what will happen when we do not jump? 

Try by yourself and you will see the following result. 
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Figure 5 

 

 

I guess this error is caused by Asprotect. When you restart the application in Olly, follow the 

dump of 0xFFFFFFFF when you reached the comparing from above, scroll up a little bit in 

the dump-window and you will see a confirm that we are dealing with Asprotect code. 

 

 

       Figure 6 

 

 

 

However, let’s continue our research! Normally the jump is taken so let’s take it.  

When you land at the line of “PUSH EBX” follow EBX in dump, it should be clear what the 

next call does. Indeed, it is calling the function pushed by EBX. 
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     Figure 7 

 

So in this case it will call the function “CreateMutexA” from “kernel32.dll”. After this call, 

the address of the relevant API is in EAX, and will be executed. 

 

So there are several ways to get a clean and working dump. For instance, we could just 

dump the file, fix the imports with a tool, cut the unresolved API and fix this manually. So I 

did this but the fixed dump crashed. After done a little research I saw there is many more 

code which refers to a second high memory address. But don’t worry, we could dump this 

high memory address and add it to the dump. Then our dump will run. So let’s do that! 
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3 UNPACKING AND FIXING DUMP 

Restart the application in Olly and run it; we break at oep. Let’s dump the file. After 

dumping, fix the imports and cut the unresolved thunk. Now we have to fix the invalid 

import manually, which means we have to add the missing import. I am using LordPE-> PE 

Editor to add the missing import. 

 

 

Figure 8 

 

So we know we have to add “DllFunctionCall” exported by “msvbvm60.dll”. After adding this 

import, write down the ThunkRVA of it, in my case it is “0053401F”. This is the RVA of the 

new import. Now load the dumped file in Olly and write down the imagebase, which is 

“00400000” in my case. So the VA of the added import is 0093401F. Let’s fix this! 

 

 

Figure 9 
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After fixing the imports the dump is still not running. After doing some research I found the 

place which causes this crash. 

 

Figure 10 

 

As you can see it points to a high memory address which doesn’t exist. This means when you 

dump the main exe, we have to dump this high memory section too, and add this section to 

the main exe! 

So reload the original protected file, run till OEP and put a BP at 004CE55D. In my case, the 

high memory address is 002FED44 and the value of it is 1CD5AF15. Surprisingly enough 

when you restart the file, the high memory address is different than before and also two 

bytes of the value has changed. Repeating reloading the original file causes the same 

results, every time 2 bytes could be changed. So we can create a pattern to search for the 

high memory section to dump when we are at OEP: 15AF??1C 

So restart the original file and break at OEP. Go to the memory-map and search for binary 

string and type the pattern. 
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      Figure 11 

 

If everything is correct then it should find the pattern bytes and opens the dump-window. 

Make sure it is the right one we need, because in my case the first result found is not the 

correct one. Scroll to top and save the high memory section. In my case this section begins 

at VA 009C0000. 

 

 

       Figure 12 

 

Now it’s time to dump the main exe as usual. After adding the invalid import like we did 

before, it is time to add the dumped high memory section. 

Open LordPE -> PE Editor and go to “Sections”  
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Figure 13 

 

When you choose the dumped section, you need to change its VirtualAdress. In my case I 

have to change it to: 009C0000 – 00400000 = 5C0000. So now rebuild the PE with LordPE 

and the dump is fixed! 

But what the hell!? When you run the fixed dumped file it will crash again! We did not make 

any mistakes, did we? 

No, we did not. Well, in the next chapter we will investigate in this problem. 
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                 Figure 14 
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4 BIG MISTAKES 

 

I assume you can find the place of the crash by yourself. Right, the crash is caused in a CALL 

at VA 005D12A1. Put a BP on it and run the application.  

 

 

   Figure 15 

 

When you enter this call you will see this procedure is heavily obfuscated by VMProtect. 

Now we cannot read which operations are executed in this function! Really ‘GENIUS’ right? 

… Right…? Well, let’s take a look closer. 

Right after this call there is a comparison. So I guess in the call before the comparison, a 

value will be assigned to [EBP-16], and after the call there will be checked if [EBP-16] is 

equal to 0xFFFF. And when this is true, it will not jump, which means it is the first run in this 

case. 
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So the huge mistake here is that the comparison is outside the obfuscated CALL, so we can 

easily decide whenever it is the first run or not. Really GENIUS right! So let me call this CALL 

the “magic CALL" 

This CALL causes a crash so we can NOP this CALL or change the first byte of it to C3 (= RET). 

Let’s do the second option and you will see the dump runs fine now! 

 

 

Figure 16 

 

 

But maybe the magic CALL is used more times by other code. So put a BP on it and test 

some options of the application. In example, I want to see the about-window so I press 

“Help->About”. Bengg, we break at the magic CALL! 
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   Figure 17 

 

Now just return and you will face another comparison.  

CMP WORD PTR SS:[EBP-0x6A], 0x0FFFF 

So you will see this is not true so we will jump. But what if we do not jump? Change the Z-

flag, run the application and see the result. 

 

 

        Figure 18 
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So there trial application becomes Registered after not jumping! If you test some features 

of the application you will see that the magic CALL determines if you are running a trial 

version or a registered one. So again a really really big mistake of the developers! 

 

 

      Figure 19 

 

 

 

However, right now there is a new version released so we will take a look. Maybe they 

improved their security…? 
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After downloading and installing Driver Genius v12.0.0.1314 open it in Olly. 

In the first place everything looks pretty the same as the previous version. But when you 

want to unpack it like before, you will notice a little difference. Namely the stolen OEP 

bytes.  

 

 

Figure 20 

 

As you can see we are still in the high memory section, the first OEP bytes (VB5!6&*) are 

already pushed onto the stack and now we will jump to ThunRTMain immediately! So when 

you want to unpack this new version you have to rebuild OEP. 

 

So after unpacking and fixing dump, do a search for strings and you will see some plain 

internet urls, which is of course not a big mistake but it is unsecure for sure. 
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        Figure 21 

 

If you do a little research you will find the magic CALL like in the previous version. But the 

main difference in this version the magic CALL is not obfuscated!!! This is really a big fail 

because the magic CALL determines the license; trial or registered. The magic CALL is at VA 

005D04F0. You can read the purpose of this magic CALL clearly. We will leave that part 

because this is not our goal. 

So, now we will take a look at downloading the drivers. Go back to the application GUI and 

push “Start Scan -> Fix Now”. 

Via the magic CALL you can manipulate the jumps so that you are able to download the 

drivers. 

Put a BP on InternetCrackUrlA, and press “Download All” 

 

        Figure 22 
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When you break check the register. So this is clear right? This URL will check if the server is 

online. If it cannot download/access “test.txt” then the server is probably down. 

 

 

       Figure 23 

 

In the same way but different API’s you can catch the URL it is connecting to.  

In example, when you put a BP on InternetConnectA, it will connect to… 

 

 

    Figure 24 

 

When you continue you will see it breaks many more times on these API’s, and it tries to 

download the drivers. But finally the developers programmed a secure protection at server-

side (not client-side!), because when you does not have a valid license you simply cannot 

download the drivers, you cannot even access them via an internet browser.  
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5 CONCLUSION 

 

We saw a lot of mistakes by the developer. He (probably) purchased pretty expensive 

protectors as Asprotect & VMProtect, but definitely used it in a wrong way. 

I guess the developer used Asprotect to embed a file (the high memory address I guess), and 

used VMProtect to protect his application against reversing. Well, he failed in all ways. 

VMProtect has a lot of strong features such as “Anti debugging” & “File check integrity” and 

“Code obfuscation”. The first two are not present and the last is very bad implemented. 

Besides that, the IAT is not touched which means it is extremely easy to unpack the 

application. Also, in the newer version, the OEP bytes were stolen but this was not a big 

deal. 

There was just one and the same CALL which determines the application is trial or 

registered. And the “real” decision was outside this CALL, which means it can be patched 

easily since it is not obfuscated! 

The last but not least mistake is the plain internet URLs. This is not really secure don't you 

think? 

The one and only good protection is from server-side. Without a valid license we are unable 

to download the drivers. Well done. 
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6 GREETINGS & CONTACT 

 

Of course the thanks and greetings goes to ARTeam. In special to Shub & Nacho.  

 

You can always contact me though the ARTeam forum:  

http://www.accessroot.com/arteam/forums 

Or via email: 

danny_arteam@outlook.com 

 

 

 

 

Danny / ARTeam 

Reveal the unknown, hide the known 

http://www.accessroot.com/arteam/forums
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