RESULTS OF BAD SOFTWARE
PROTECTION-IMPLEMENTATION

FOREWORDS

My name is Danny. Mostly of the time | am a malware analyst. | spend a lot of time to do research of every
kind of malware, viruses and reversing in general.

This is my first tutorial which has as title “Results of bad protection-implementation”.

In this tutorial we will investigate a commercial application which is protected by several commercial
protectors. The goal is not to harm this commercial application in any way, instead of that | will point the
developers in the right direction if they read this tutorial. And I’'m sure they will ;).

Also this is not only a learning-process for the developers of this application, but also for other Windows
developers!

In this paper we will see that it doesn’t matter how many protections an application got, when it is
implemented in the wrong way each protection is useless. This is the case of “Driver Genius v12.0.0.12.11"
which is our target in this paper.

The developer spend probably a lot of money to protect his application. The first protector where we deal with
is Asprotect. Well, | said “protector” but | think this one is merely used to embed a file into the main *.exe.
However, the second protector is the feared VMProtect. Yes | said “feared” because VMProtect is a really
strong protector, with really strong features. But like | told before it does not matter how strong a protection
is, if it is implemented in the wrong way...

Happily there is just one good protection by the Developers of Driver Genius. Due this one and only good
protection | am able to write this tutorial. | am talking about connecting to the license-server of Driver Genius
when you want to download your out-to-dated drivers. This makes it impossible to download drivers from
their server when you do not have a valid license. If this protection was not present | had never wrote this
tutorial to keep Driver Genius alive ;)

References:

Asprotect
http://www.aspack.com/asprotect.html

VMProtect
http://vmpsoft.com

Driver Genius
http://www.driver-soft.com
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DISCLAIMER/LICENSE

All code included with this tutorial is free to use and modify; we only ask that you mention where you found it.
This eZine is also free to distribute in its current unaltered form, with all the included supplements.

We have potentially illegal stuff inside. All the commercial programs used within our tutorials have been
used only for the purpose of demonstrating the theories and methods described. These documents are
released under the license of not using the information inside them to attack systems of programs for
piracy. If you do it will be against our rules. No distribution of patched applications has been done under any
media or host. The applications used were most of the times already been patched by other fellows, and
cracked versions were available since a lot of time. ARTeam or the authors of the papers shouldn’t be
considered responsible for damages to the companies holding rights on those programs. The scope of this
document as well as any other ARTeam tutorial is of sharing knowledge and teaching how to patch
applications, how to bypass protections and generally speaking how to improve the RCE art. We are not
releasing any cracked application. We are not at all encouraging people to release cracked applications;
damages if there will be any have to be claimed to persons badly using information, not under our license.

This disclaimer applies to all ARTeam releases and tutorials!

VERIFICATION

ARTeam.esfv can be opened in the ARTeamESFVChecker to verify all files have been released by ARTeam and
are unaltered. The ARTeamESFVChecker can be obtained in the release section of the ARTeam site:
http://releases.accessroot.com



http://releases.accessroot.com/
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2 ANALYZING

First of all we have to know how the application works. This means we are going to analyze
the behavior of the application, the code of it etc. So load the application in Olly and run it.
Play a bit with the features and return back to Olly and reload it. The first thing we see is

III

that the application is compressed or protected as there is no “real” code.

The first 4 commands is typically Asprotect. Easy right?

&2 B1EB20EE
BE4E18A5 E2 B1686888E
BE481887 C3
Ba4a1888| C3

PUSH DriverGe. 820ERA]
CALL DriverGe.B8848188E

Figure 1

Just unpack it in the way you unpack Asprotect usual. But what the hell! After getting rid of
Asprotect we did not land at OEP! Instead, we did landed at a VMProtect stub. How do |
know it is VMProtect? Well, if you are familiar with packers/protectors, you will quickly
recognize the stubs of it.

So just unpack the VMProtect stub as usual. If you do not know how to do this, just use the
ESP-trick, tracing and BP on CODE-section and pressing F9 a couple of times. The
explanation of the ESP-trick can be found at:

http://blog.chackraview.net/2012/03/24/manually-unpacking-dorkbot/

1. From EP, you should press a few times F7 to land at 008DE0OO1.

2. When you do the ESP-trick at this point, you will break somewhere; from here press
8 times F9 and you should land at VA 0068ABAG6.

3. When you trace with F7 a while, you will see a RET 3C opcode, which is at VA
00688B6B. But a BP on it.

4. Now you should press F9 until you breaks for the 14’th time at 00688B6B.

5. Set a memory breakpoint on access on .CODE section.

6. Press a couple of times F9 and....


http://blog.chackraview.net/2012/03/24/manually-unpacking-dorkbot/
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You will land at OEP, which is 00412678 in this case. Place a HWBP on execution on it.

BE4125E8
EE4 1 25EE
Ba4125EC
BE4125F2
BE4 125F 2
EE4 125FE
BE412604
BE4 126687
BE412618
Ba412616
aE412610C
BE4 12622
BE4 12628
BE41262E
BE412634
BE41263A
EE4 12648
AE4 12646
BE4 12640
BE4 12652
BE412658
BE41265E
BE4 12664
EE4 1 265R
BE41267E
ao415E7E

BEd12684
(5158 B R
BEd 12688
BEd 12650

—FFz5
-FFZ2E
-FFZE
-FFZE
-FFZ2E
-FFZE
-FFZE
-FFZE
-FFZE
~FFZE
-FFZE
~FFZ2E
~FFZ2E
-FFZE
-FFZE
-FFZ2E
-FFZ2E
-FFZE
~FFZ2E
-FFZ2E
~FFZE
-FFZE
~FFZE
-FFZE
-FFZE

BEEE

68124008
FCla4B68
26114068
E&184068
24124008
281240608
EC114B868
F3184068
84124008
calz24p68
8114008
B@124008
12114068
CC114B68
C3114068
12134068
SE184068
&C124008
421240608
FC114B68
BC 184868
C4114068
22114068
A4114068
AC1240608

£2 55204160
ES EEFFFFFF

JHE OWORD
JHMP OWORD
JHMP OWORD
JHE OWORD
JHMP OWORD
JHMP OWORD
JHMP OWORD
JHP DWORD
JHMP OWORD
JHMP OWORD
JHE - OWORD
JHMP OWORD
JHMP OWORD
JHMP OWORD
JHE OWORD
JHMP OWORD
JHMP OWORD
JHE DWORD
JHMP OWORD
JHMP OWORD
JHMP OWORD
JHP OWORD
JHMP OWORD
JHMP OWORD

JHE DWORD FTR
AOD EYTE PTR DS:[ERXI,.AL
PUSH DriverGe.38412C528

CALL D iverGe. 88412678

AOD BYTE PTR DS:[ERX].AL
ROD EYTE PTR DS:[ERXI.AL
AOD EYTE PTR DS:[ERXI.AL
XOR BYTE PTR DS:[ERAX].AL
AOD EYTE PTR DS: [ERXI,.AL

05: [401266]
DS: [4E816FC]
DOS: [4E811368]
DS: [4818ER]
DS: [4B81234]
DS: [4B81226]
0S: [4811EC]
D05: [4818F3]
DS: [4681364]
DOZ: [4812C2]
OS: [481166]
DS: [4812B6]
DS:[4B81112]
0S: [4811CC]
D0S: [4811C3]
DS: [481312]
DS: [4B0186E]
D0S: [48126C]
DS: [481242]
DS: [4E811FC]
D0S: [4818BC]
D05: [4811C4]
DS: [4B81132]
DS: [4811R4]
05: [4A129C]

rmsubuymcd. _ wballarInt
mevbumEdE. _ wballarTstlt
mswbuymcd._ wbal bound
msubumcd. rtcFormatDateT ime
mevbumEd ., rtcPackDate
mevbumcd . wbalatellar
msubumicd._ wbal2Str
rmsubymicd. _ wbaFpRE
mevbumEE ., rtcBst rFromFormat Uar
msubumcd._ wballarCopy
msubumed. rtcIsHumer ic
mewvbumEd . wballarAdd
mevbumcd . wballarfero
msubumcd._ wbalIll4
msubumcl. _ wbaStr2llec
mewvbumiEd ., ot cllarFromErcor
mevbumEE ., rtoGet Object
msubumed. rtcHer Bt rFromllar
mevbumEd. rtcF i lelength
mevbumcd ., rtoCreatelbject 2
msubumcd. _ wbaFileCloseRAlLL
msubuwmcd . EVENT_SIHK_GueryInterface
msubumcd .. EVEMT_SIHK_AddRef
mevbumcE ., EVEMT_SIHK_Release
msubumed. ThunRTHain

ASCII "UEStaE#"
JMP to msubumicd. ThunRTHain

BB 1 ZL58-0r Lverhe. DO 12058 (ASCLL "UESTEEwT)

Figure 2

When you take a look at the IAT right above OEP, you will notice that almost all imports are

valid, except one.

aa412282
AEd 12283
AEd1228E
aE412214
AE41221H
aE412228

aa412262

-FFZ5
-FFZE5
-FFZE
-FFZE
-FFZE
-FFZE
-FFZE

‘| -FF28

-FFZE
-FFZE
-FFZE
-FFZE
-FFZE
-FFZE

| -FF2E

-FF25
-FF2E

3C124888
B31 14888
Ed4114888
2081324888
AC124868
&C1 14668
F4124888
rall4888
A41 14888
24124888
04114888
AZ21B84888
22114868
EB21646888
52114668
54124888
Faiz4a88

JHMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JMP DWORD
JHMP DWORD
JMP DWORD
JHP DWORD
JMP DWORD

O5: [48123
DS:[48118
DS:[4811E:
DS: L4813
0S: [4813A8C
DS:[48116C
DS:[4812F4
DS: 481178
DS:[481104]
DS:[481224]
DS:[4811041]
DS:[4818A2]
DS:[481122]
0S: [4816E2]
D5:[481152]
DS:[4812641]
DS:[4812FA1

C
3
4
5]

msvbumGd._CIlog
mewbumGd._CIsin
mewbumed. _Clsqrt
mewbumed._CItan

mewvbumEE._al lmu l

msubumcd. _ vbaRryCopy
mswvbumid. _ vballarl ateMensSt
msvbumGH. rtcF i Lter
mewbumGd. ot cGet Timer
mevbumed. rtcSplit

mevbumed._ wbaAcylUar
mewvbumid.  wbaMerntEachCol LObB
mewbuméd. _ wbaForEachCol 10Ok
msubumed. _ vbaAryConstruct?
msvbumcd. ot cEndOfF i le
msvbumGH. rtcRightCharBstr

Figure 3

So put a BP on the invalid import and run the application. Once you break, take the jump, it
leads you to outside the *.exe file memory. Well, let’s trace this little code. Trace till the 5’'th
line. At the 5’th line there is something interesting. It will move a pointer to EAX. This

pointer points to an ASCIl string which is “kernel32”. We all know “kernel32.dll” is part of

the library files of Microsoft.
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* Kernelbode - DriverGenius.exe - [“‘G.P.U;‘ - main threadj

. IC| File View Debug Plugins Options Window Help

HEZ0S1FE
BEZ051 70
BE20E17F
EEz05185
HEZO5187
HEZ0518A
HAZ0518C
BEzZ05191
BEZ05193
AEZ05195
HEZ05197
EEaz0519C
HEZO51A1
HEZO51AS
HAaZ051 A4
Baz051 AR
BEZ051AC
AEZ051AE
EEZ051AF
EEaz051 B8
HEZO51E3
HEZ0E1EE
HEZ051E7
\az051E0
HEZ051EBF

2A
ES SF34FFFF
SBEOS
SE0E
w75 15
&2 BCE12086
EZ BF1ZFEFF
vEB 83
53
FF15 Z2ooCZFaa
SEOS
SECE

FFFF
FFEE GREEEE1
3520

A0 BRREHEES

PUSH EEF
MO EEP,ESP

PUSH EES:

MO EEX, OWORD FTR S5: [EBP+S]
MO ER. DWORD FTR DS: CEEX]
MOU ERX.OWORD PTR DS: LEAX]
CHP EAX,DWORD PTR DS:[2EEFCE]
SHORT BB2DS1AZ

EAX,OWORD PTR DS: CEEH+41
I} AL, BYTE PTR OS: [EAR]
I:FiLL EIEIEEDE-SE!

MOU EEX

TEST EBH P

JHZ SHORT BEZOS1AC

PUSH ZDS1BC

CALL GaZEECEs

JUE SHORT BAZDS1AC

PLSH E

CALL Eﬂunm FTR O%:[ZF&C2E]
MOU EEX

MOL ERH. Eoi:

FOP EEX

POF EEP

RETH 4
AO0 EH, BH
B

IMC COWORD PTR DS:[3168EE8E]
CHF EYTE PTR DS:[EAx]1,0H
COR ERX, B8R

JJJ JJ wil ¥ # 4 | = L|E[M[T|W]H|c|/|K|B|R|.. 5]

HEZ051 74
HEZ0517E
BEZ0S17T
HEZ05 178

Or iverbe. 8042 7E49

ASCII '1zeMg™

mewbumEE . Ol LFunct ionCal L

Unknown command

O5: (88425264 1-80427E44 [ OriverGe. B8427B44]1,
ER==8@412228 (DriverGe. B8412220)

RECIT "kern

elge"

Figure 4

The next line is moving the first 4 bytes of the ASCII string to EAX. This is because the next
line is comparing EAX to FFFFFFFF.

In this case (EAX != FFFFFFFF) so we will jump, but what will happen when we do not jump?

Try by yourself and you will see the following result.
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CESHG1rd] 55 FUSH EEF

BESAS17E| SBEC Hou EEF, ESF

AESAS1TE| 53 FUSH EEX

AEZAS17E| SESD BE MOU EEX, OWORD FTR S5:[EEF+S]

GEZAS1VE| SEGS MOU ERX, DWORD PTR DS:CEEX]

BEZAS170| SEGE MOU EQ, DWORD PTR DS:CEAH]

BEZAS17F| 2BBE CHETSEEE | CHP ER,DWORD PTR DS:[3B&FCS]

BESAS18E5| 75 10 JMZ SHORT BESASLAS

ColEee e e )

RESAG1EC| ES SFE4FFFF CRLL Ehssnezn | -rotection Error

AESAS191| SEDS HOU_EEX, EAX

AEZAG192| SEDB TEST EEX,EEX

BEZAS19E[ .75 15 JHZ SHORT @Esd

GEZOS197| &2 BCS1ZAEE FUSH SAS1EC ASCIT "1SauEe
BESAS19C| ES EF13FEFF CALL BRZSE56E . Error: 180

AEZAS1A1| +EE @3 JHP SHORT @83 Ijx Fror

AESAS1AS| S5 PUSH EEX A

AESAS1A4| FFLS 2@ecscea | CALL CWORDTFT mswbunGE. Ol IFunct ionCal L
AESAS1AA| SEDS MO EE, EAX

AEZASIAC| SBC3 HOU ER, EEX

AESAS1AE| EB FOF EE'

BESAS1AF| ED FOP EEP

BESAS1ER| C2 @488 RETH 4

BEZAS1ES| BEFF ADD EH,EH

AESAS1ES| FFFF e Unknown command
AAZAS1ET| FFES @A@@Eesl | INC DWORD PTR

AEZAS1ED| 223A CHF EVTE FTR D

GEZASIEF| 6D DREEEEEH 0OR ERX, BA

Figure 5

| guess this error is caused by Asprotect. When you restart the application in Olly, follow the
dump of OxFFFFFFFF when you reached the comparing from above, scroll up a little bit in
the dump-window and you will see a confirm that we are dealing with Asprotect code.

Address

BASEFSEC
BESEBFICC
HESBF20C
HESEBFIEC
AASBFIFC
HEZEFRAC
HEZBFALC
BASEFAZC
BASEFAZC
BEIEBFA4C

ASCII

Encruption const
ants for differe
nt shared modes

are not equal -

encrypt ion secti
onls)l might not

be properly decr
upted...Please,

contact ASProtec
t supportt.. .

Hex dump

Figure 6

However, let’s continue our research! Normally the jump is taken so let’s take it.

When you land at the line of “PUSH EBX"” follow EBX in dump, it should be clear what the
next call does. Indeed, it is calling the function pushed by EBX.
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:* KernelMode - DriverGenius.exe —..' U=

@ File View Debug Plug'rns Options Window Hekp

T —

BE2EE1VY

BEZESIFE
BEZES170
BEZES17F
BEZES125
BEZES187
BEZES12H
BEZES18C
BEZES191
BEZEE192
EEZEE19E
BEZEE197
BEZEE1C
EEZEE1A1
EEZEC]1AS
EEZEE1A4
BEZEE1AA
BEZEE1AC
BE2ZEE1AE
BE2ZEE1AF
BEZEE1EA
BE2ZEE1EZ
BEZEE1EE
BE2ZEEIET
BEZES1ED
BEZES1BF
BEZES1CY
BE2ZES1CE
BEZES1CY
BEZES1CS
BEZES1CH
EE2ES1CE
BEZEE10Z2
BEZEEIDE
BEZEEIDE

GEIEEinn

EE
2BEC

E2
2BED G2
2BAz
SBER
3BAS Caa72FEE
5 1C
2B432 B4
SRER
EZ SF34FFFF
SBOS
2E0E
~75 15
&2 BCE1ZEQA
E2 EF1ZFEFF
~EE B9

£
FFLIE ZReC2E0E
SBD2

<

FFFE
FFEE GREHH631
B30

BO BACREEEE
55

SBEC
33CA

==t

&8 E9S12E@H
G4:FF28

Sd: 2920

FFEE 24eC200E
SSCB

FLUSH EEBFP

MO EEP,ESP

PLUSH_EER

Mo EBX DNDRD FTR Z5: [EBF+21]

Moy 0RO PTR DS:CEEX]

Moy EHX DNDRD PTR DO5: [ERX]

CMP ERX, OWORD PTR DOS: [2F67CE]

JMZ SHORT BEZESIAS

MOU ERX, OWORD PTR DS: [EBX+41
U AL,BYTE PTR DS: [ERX]

‘00636

B, EBX
JNZ SHORT GBZES1AC
FUSH ZEE1BC
CALL e@zCeSed
JHP SHDRT BEHZES1AC

PLIZH
CALL uuuna PTR DS: [306C26]
FOU EEX, EAX

HOU EA, EBX

POF EEX

POF EEF

FETH &

A00 EH. EH

e

INC OWORD PTR OS: [316968681
CHP BYTE PTR DS: [EAX1,DH
OR ERX, A

PUSH EBP

MOl EBP, ESP

HOR EAH, EAX

PUSH EBP

PUSH 2ES1E9

PUSH DWORD PTR FS: [EAX]
MOl DWORD FTR FS:LERZ1,ESF
INC OWORD PTR DS:[396C241
“OR EAX, EAX

[ =Tal =2~ 1%

ASCIT 126 E"

Or bherBe, BE4Z2EE6
mevbumEE. DL LFunct ionCal L

Unknown comeand

EBEX= 88428864 (D LveriGe, BE422264)

Address

Ualue RSCI

Commen

BE428364
BE423863

da427B44 | DLE.
A8423854 | TEE.

HSCII "kernel32™
HSCII "CreateMutexA™

Figure 7

So in this case it will call the function “CreateMutexA” from “kernel32.dIl”. After this call,

the address of the relevant APl is in EAX, and will be executed.

So there are several ways to get a clean and working dump. For instance, we could just

dump the file, fix the imports with a tool, cut the unresolved API and fix this manually. So |

did this but the fixed dump crashed. After done a little research | saw there is many more

code which refers to a second high memory address. But don’t worry, we could dump this

high memory address and add it to the dump. Then our dump will run. So let’s do that!
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3 UNPACKING AND FIXING DUMP

Restart the application in Olly and run it; we break at oep. Let’s dump the file. After
dumping, fix the imports and cut the unresolved thunk. Now we have to fix the invalid
import manually, which means we have to add the missing import. | am using LordPE-> PE
Editor to add the missing import.

R =
iver-soft\drivergenius\drivergenius_dump_exe [ Directory Table ]
— Directory Information l e
oK | Ry Size |
. nooz

Subsystern [ nuusD ExportT able: soanoon | ooooooon| [ L[] | Sae |
NumberO/Sections: | _ ot able on533000 | oonooozfl | (L [TH
TimeD ateStamp: [ SCA06BE Semlis Resource: 0028C000 | 00Z518BC ... | L | H
SizeliHeaders: [ 00001000 7| | Exception: 00000000 | OoO00000 | || H
Characteristics: | D1DFE| Security: 00302000 | 00001798 [H]
d e

[ImporiTable | ———
Sif —
H || DM ame [ DriginaIFirstThunk| TimeD ateStamp | ForwarderChain | Mame | FirstT hurlk |

avbyvmBl - 10000 )

| || msvbvmED.dI edit... 10000 00533656 oooon17o
,_1 add import...
— | kill ImagelmportDescriptor |
el [l ThunkRwa, | T I E‘

000 000 i kill OriginalFirstThunks SSub

00001004 0 efresh arT stGt

00001008 0 FEres 2

0000t ooc 0oaoToac 00533076 0090 _Clcos

ooaot oo ooao1010 00533080 0207  _adj fptan

0oaotan4 0oo01014 0053308E 0091 __vbavarMaove

ooaotang oooo1018 0053303E 0142 __vbaShld y

ooaotaic ooaoioic 00533040 0092 __vbavarvargMofree E

NAnMA 70 NAnn i NN&230m3 nnAS whadnbdoe

[Mumber OF Thurks: §Bh / 91d [FirstThunk chain] [ View alwaps FirstThunk.

Figure 8

So we know we have to add “DIIFunctionCall” exported by “msvbvm60.dIl”. After adding this
import, write down the ThunkRVA of it, in my case it is “0053401F”. This is the RVA of the
new import. Now load the dumped file in Olly and write down the imagebase, which is
“00400000” in my case. So the VA of the added import is 0093401F. Let’s fix this!

[E4121CC| -FF2E 7B124008 — mEE. _adi_fdive_m32i
GE412102|-FF25 E2114006 B0, _adi_fdive_mod
GE412102|-FF25 2211400 WEE. _adi_fpatan
GE41210E|-FF25 E411400 aEE . _ad.j_fprem
Sgﬂgigg _IEIEEE ?3%5333 JMP D'WORD PTE DS:[93401F ES"agi‘ﬁprem
= : ._adi_+ptan
GE4121F6|-FF2E E412400 I l ] W6, _C1a%an
GE4121FE|-FF2E BC16400 WEB._Cloos
GE4121FC|-FF2E 2012400 WEB._Clenp
T h Rl | W Awnnops ovonb] _carcel | | eSS 2SR
ZBG|( zzemble ance _LIsln
o s e e
— " . tan
6412210 -FF25 BC 13460 T T T T T TR T T T S TR MEE. 3l L |
BE412220| -FF2E 1F4092688 smEE. 0L LFunct ionCal L

Figure 9
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After fixing the imports the dump is still not running. After doing some research | found the

place which causes this crash.

BEICES 14
BE4CESLE
EE4CES10
BE4CESZ1
BE4CESZE
BE4CEEZT
BE4CESZD
BE4CESZE
BE4CEESE
BE4CEEST
BE4CESSE
BE4CESSC
BE4CESS0
EE4CESSS
BE4CESSS
BE4CESAC
BE4CESE]
BE4CEEES
BE4CEEET
BE4CEEEE
BE4CEESE
BE4CESES
BE4CEEET
EE4CEEEE
BE4CESER
BE4CEETS
BE4CEETE

BE4CESFS

SDHCZ24 1FEFCEFF
FroD

S0ec24 o4
&G 35FF

BFA3CES
EéEC SCEaEaEE
SDedz4 2@
~EY BBE3SELEE
=4}
2?6624 28
S1EC SCBREaEE
&2 CE12AZE:
SDedz24 B4
~E9 F134@s88
oC
~E9 2108588
oC
-E? ESEEB1008
SBEa
62 43497FE1
2945 B8
Celdz4 20

S0e424 24
vgg F1la4Ba06

29vC24 @2
6z BFESFE

LEA EEF,DOWORD FTR 55: [ESP+FFCZE71F]
HEG EEF

LEA EEP,DOWORD PTR S5: [ESP+341]
TEST DI,DI

ET EBF,ERX

SUE ESF,EC

FUSHAD

LEA ESF,OWORD FTR S5: [ESF+2E1]
JHP drluerge BEEZ1A42

FOF EEF

LEA EEF,DOWORD FTR S5: [ESF+3E1]
FUSH ECH

SUB ESP,8C

FUSH S&AS1SCE

LEA ESF,OWORD FPTR S55: [ESF+41]
JMP dr iverge. BESZ1A42

FUSHFD

JMP dr iverge. BESIEZFT

FUSHFD

JMP driverge. BES00115

HMaOL EAX, OWORD PTR DS: [EAX]
PUSH 17F4943

MO OWORD FTR 55:CEEBFI, ERX
Mal. BYTE PTR 55:[ESF1, 2C

LEA ESP,OWORD PTR S5:[ESP+241
JMP dr iverge. BESZ1AES

FUSHFD

MO OWORD FPTR S5:[CESP+21,EDI
MOUEX DI, BL

DS: [EBBZDED44]1=""7
ERx=BE20ED44

Figure 10

As you can see it points to a high memory address which doesn’t exist. This means when you

dump the main exe, we have to dump this high memory section too, and add this section to

the main exe!

So reload the original protected file, run till OEP and put a BP at 004CE55D. In my case, the
high memory address is 002FED44 and the value of it is 1CD5AF15. Surprisingly enough
when you restart the file, the high memory address is different than before and also two

bytes of the value has changed. Repeating reloading the original file causes the same

results, every time 2 bytes could be changed. So we can create a pattern to search for the
high memory section to dump when we are at OEP: 15AF??1C

So restart the original file and break at OEP. Go to the memory-map and search for binary

string and type the pattern.
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Address

Size

Ouner

Section

Contains

Tupe:

Access

Initial

BRG] G EIE
I 12 I 1

BEE1
FFAG

BHEEE
LEAG

Hap
Briw

[
Ell

Enter binary string to search for

W Enrtire block

[T Case sensitive

ASCI IJ._?
UMICODE I 9
HEX+4 115 pF 99 1C

Figure 11

If everything is correct then it should find the pattern bytes and opens the dump-window.

Make sure it is the right one we need, because in my case the first result found is not the

correct one. Scroll to top and save the high memory section. In my case this section begins

at VA 009C0000.

BEICAARA
BEICEE1E
HEICEHEZE
BEICHAZA
HEICEHESE
BE3ICHAASA
BEICEHEE
BEICEHET @
BEICHAZA
HEICEHEIE
BEICAEAA
BEICEHED
HEICHECE
BEICHEDA
HEICHEER
BEICHAAEFA
BEICE1EE
BECEHL1A
BEacE128
HEICEHLZA
BE3CAL4a
BEICE 158
HESCEHLEE
BEICEL A
HEICEHLZE
BE3CAL19A
BEICE 1AE
BEICA1EA
BEICE1CE
HEICEHIDE
BEICALERA
BEICELFE
BEICHZEA
BEICEZ18
HEICEHZZE
BEICAZ3A
gg3Ce240

QRO DNE A RESD0O0EEDDEDEE D0 NEEDMEDED D50 DM

Backup
Copy
Binary
Breakpoint
Search for

Go to address

Hex

Text

Short

Leng

Float
Disassemble

Speaial

Appearance

Ctrl+G

-

Create backup

Save data to file

L oad backup from file |

B#f.

Pagmi. s
A.£.8.E. b B k. £.

Figure 12

Now it's time to dump the main exe as usual. After adding the invalid import like we did

before, it is time to add the dumped high memory section.

Open LordPE -> PE Editor and go to “Sections”
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- B

[ PE Editor | - chpragram files (xB60\driver-soft\drivergeniusil_exe
— Basic PE Header Information -
I [

EntryPoint; I 00012678 Subsystem: 0002 \:!

ImageB ase: [~ oo4nno00 MunbeiOfSectons. | 0003

SizeOfimage: | 00535000 TimeDateStamp: [ E04208B5 i

BaseQiCode: | 00001000  SizeDfHeaders: [ ooootoon | 2 | + |

I_”\ | o |
Baselfl [ gaction Table ] -
Sect —
SO Mame [ VOfist | VSie | ROffset | Psice :
Filecligr O01DCO00 00044000  OO1DCOO0  OO0A4000  EO000040
M agic: 00220000 0000C000 00280000 0000C000  E0000040
T8I 00280000 00252000 0028C000 00252000 E0000040
.dg N040ED00 00054000 N040ED00 00054000 E0000040
) .adata 00532000 00001 000 n0532000 000071 000 E0000040
Ly .mackk 00533000 00001 000 00533000 000071 000 E00000E0
[apstem] T
[aystem] < edit section header...
] hex edit section...
ith
I load section from disk...

save section to disk...

Figure 13

When you choose the dumped section, you need to change its VirtualAdress. In my case |
have to change it to: 009C0000 — 00400000 = 5C0000. So now rebuild the PE with LordPE
and the dump is fixed!

But what the hell!? When you run the fixed dumped file it will crash again! We did not make
any mistakes, did we?

No, we did not. Well, in the next chapter we will investigate in this problem.
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Figure 14

13




BIG MISTAKES
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| assume you can find the place of the crash by yourself. Right, the crash is caused in a CALL
at VA 005D12A1. Put a BP on it and run the application.

BRAE01249
BAS01Z4E
BAS01240
BAS012E2
BASO1ZES
BRAS01ZED
BAS01ZEF
BASO1ZEE
BASD1ZEE
BAS01ZEC
BEED1ZEE
BASD1Z7E
BAS01ZVE
BEE01221
BAS01285
BAS01Z2E
BASO1Z28F
BAS01294
BAS0129H
GEE0] 2HE

GBS 2HE
@501 2AE
@501 264
@BS01 2BE
@501 208
BBS012CS
@501 203
@501 2CE
@BS01 205
@BS01 204
@501 20R
@501 200
@501 20F
@501 2ES
@501 ZEF
@BS012F 2
@BS012F 3
BEE01ZFE
BBS012F7
@BS012FD
GBS0 ZFE
@501 333
@S] 36
BES] 365
@BS1 36R
@51 360
@501 3AE
@BS01318
BBS01316
@B501313
@RS0132A

vl 232
. BH 18

53 94994200

. SB9S FCFEFFFF
. £B95 FEFEFFFF
@

. FF15 941@4@0a
. 9985 OCFOFFFF

A
DCFOFFFF
8C

34134@00
FLC_ECEEE
DEFEFFFF

+ &

. 68 3CE842680

. FF15 20184068
. 8095 DBFEFFFF

. B2
. E8 CHADEFFFF

53 83E0 EAFEF
VBFSE Flaz@aaa
Cv4s FC cDEEa

. BR ZCFo43E0

. 8040 SC

« FF15 74124008
. B8 248642680

« H1 B2515DEa

Tala4a6a

AE
ES124@0m
B4FFFFFF

. 804D 9C

. Bl

. 8055 AE
E

B4FFFFFF

. &

. E2 1D1AFEFF
. 89945 DA

. 804D SC

. B1
. 8055 AE
52

. EH B2
. FF15 Soiz4068
. 8304 \c

Cr45 FC_SEBEH

. 8085 FCFFFFFF

#EEHSHDHT dr iverge. HEE0126E
FUSH driwverge. 88423954
QEUHEDH OWORD PTR S55:[CEBP-1@41]
Ml ERE, OWORD PTR 55: [CEEP-1821
FUSH EAY

CALL DWORD FTR DS:[<&mswbumGad.
MOy OWORD FPTR 55: [EEF-Z241, ERX
JHP SHORT driwerge.BES0127E
MOY OWORD PTR S5: [EEF-2241,8
LEA ECH,D0OWORD PTR 55:[EBP-741]
CALL DOWORD FTR DS5:[<&msuwbumEd.
MOL DWORD PTR S5:[EEFP-41,6C

LEA ECH,DOWORD PTR S5: [EEP-138]
PUSH ECH

PUSH driwverge.BE@428230C

CALL OWORDO FTR DSz L[<&mswbumEd.
LER EDX,DWORD PTR S5:[CEEBP-13@1]
FUSH EDX

CALL driwverge.d85CESYE

CHMP WORD PTR SS:[EBP-1161,8FFFF

JHE dr iverge. BBS015AS

MOl OWORD FPTR 55: LEEF-41, 60
MaL EDX, dr iverge. BE43FS20C

LEA ECH,DOWORD PTR 55:[EBP-£41
CHALL OWORD FTR DS5:L[<&msuwbumEd.
FUSH driwverge.88422524

HMal ERX, DWORD PTR D5:[E0518321
FUSH ERX

CALL OWORD FTR DS5:[<&mswbumEd.
MaL EDX, ERE

LEA ECH,DWORD FTR 55: [EEBF-&@1]
CALL DOWORD FTR DS5:[<&mswbumEd.
MaL OWORD FTR
LER ECH, DWORD
FUSH ECH
%EH EDH OWaRD
LER EHH OWaRD
FUSH EAM

CALL driwverge.
MaL OWORD FPTR
LEA EC, DWORD
FUSH ECH

LEA ED, DWORD
PUSH ECH

FUSH 2

CALL DOWORD FTR DS5:[<&mswbumEd.
AOO ESF, BC

MOY OWORD PTR S5:CEEP- 41, 6E
LER ER:,DWORD FTR 55: [EEP-541

PTR SS:[EEP-541]
FTR SS:[EEP-5@1]
FTR SS:[EEP-FCI
BES2ZD2E

55: [EEP-361,ERX
FTR SS:[EEP-541

FTR SS:[EEP-5@1]

_ wbaHresu

_wbaFreel

__ wbaRecDe

_ wbaStrCo

__wbaStrCa

__wbaStrHo
55: [EBP-FC], S000EEE2

_ wbaFrees

mevbumEd. _ wbaHresu Lt CheckObj
mswbumEd. _ wbaFreelb
mswbumEd. _ wbaRecDestruct

UMICODE "IsFirstRun®™
meuvbumed. _ wbaStrCopy
UNICODE "SOFTWARE-Driver—Soft~"

mswbumEd. _ wbaStrCat

mswbumEd. _ wbaStrMowe

mswbumEd. _ wbaFreeStrlist

Figure 15

When you enter this call you will see this procedure is heavily obfuscated by VMProtect.

Now we cannot read which operations are executed in this function! Really ‘GENIUS’ right?

. Right...? Well, let’s take a look closer.

Right after this call there is a comparison. So | guess in the call before the comparison, a
value will be assigned to [EBP-16], and after the call there will be checked if [EBP-16] is
equal to OXFFFF. And when this is true, it will not jump, which means it is the first run in this

case.
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So the huge mistake here is that the comparison is outside the obfuscated CALL, so we can
easily decide whenever it is the first run or not. Really GENIUS right! So let me call this CALL
the “magic CALL"

This CALL causes a crash so we can NOP this CALL or change the first byte of it to C3 (= RET).
Let’s do the second option and you will see the dump runs fine now!

-
[isal Driver Genius =B8] &

File Action Tools

Welcome to Driver Genius
Get Started

Click the Start 5can button to scan Windows for driver updates,
Back Up Drivers

. Y
= r——— 8

DRIVER
GENIUS®

Click the Start Scan button to scan
Windows for driver updates.

»  Restore Dri
“ Uninstall D
Update Dri

My Downlc

fim

Options

F Livellpdate

Hardware Ii ;

L v,

Figure 16

But maybe the magic CALL is used more times by other code. So put a BP on it and test
some options of the application. In example, | want to see the about-window so | press
“Help->About”. Bengg, we break at the magic CALL!
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BESCE3IEE CC IMNT3
AECCEZEF CC IMNT3

ca RETH
BESCEZF1) . BBEC MOL EEP, ESP
BESCESVS) . 83EC 18 SUB ESP, 12

HESCEZVE| . 68 96214168 PUSH <JHMP.%&mswvbumcd._ uwbaExceptHandler
HESCESVE| « &43Al B@oasaD Moy EAR,DWORD PTR FS:CEl

HESCESZ1] . 5@ FUSH ERA

HEECESEZ2| . 6428925 DEEAD MOU DWORD PTR FS5:LC@1,ESF

HESCEZE9) . BE &EEEE0EE MOl ERK, &2

BEECEZSE| o ES FD2DE4FF | CALL <JMP.&m=vbumEd.  wbaChkstk >
HEECEZ9S| . B3 FUSH EE=

HESECES94| . E& FUSH ESI

BESCEZ9S] . EF FUSH EDI

Figure 17

Now just return and you will face another comparison.

CMP WORD PTR SS:[EBP-0x6A], OXOFFFF

So you will see this is not true so we will jump. But what if we do not jump? Change the Z-

flag, run the application and see the result.

r B
About ﬁ
Driver Genius
1 =Rl ersion: 12.001211
Copyright () 2002-2012 Driver-5oft Inc, All rights reserved.
I
This copy of Driver Genius is licensed to:
Danny [ARTeam]
Warning: This computer program is protected by copyright law
and internaticnal treaties, Unauthorized reproduction or
distribution of this program, or any portion of it, may result in
severe civil and criminal penalties, and will be prosecuted to the
maximum extent possible under law.
|
Figure 18
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So there trial application becomes Registered after not jumping! If you test some features
of the application you will see that the magic CALL determines if you are running a trial
version or a registered one. So again a really really big mistake of the developers!

Figure 19

However, right now there is a new version released so we will take a look. Maybe they
improved their security...?
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After downloading and installing Driver Genius v12.0.0.1314 open it in Olly.

In the first place everything looks pretty the same as the previous version. But when you

want to unpack it like before, you will notice a little difference. Namely the stolen OEP

bytes.

BIC2EE7T
BIC2EE7C
BIC2BE2E
BIC2Eas]1
BIC2Ea33
BIC2Ea23
BIC2Eaa3
BIC2EESE
BIC2EEZE
BIC2EE3]1
BIC2EE35
BIC2EE9:
BIC2EE93
BICZBETE
BIC2EERZ
BIC2EEAS
BICZEEHE
BIC2EERT
BIC2EEAC
BICZEEHE
BICZEEE2
BICZEEES
BICZEEES
BICZEEEC
BICZBEED
BICZEEEF
BIC2EECcY
BIC2EECE
BIC2ERCE

BICZEECE
BIC2Each
BICZEECE
BICZEa0E
BIC2Eanz
A3C2Ba04
BIC2Ea0s
BIC2Eang
BIC2EE0H
BICZEanc
BIC2EE0E

-E2 ZBOIFF32
235424 28
Fz2:

~EB H1

BFE3E424 23
=1

ZEFE

FF7& 1C
Ci07 41
237024 23
EF

1BC1

25:EE @1

Eg FFr42em0E 23C
S2CD DF

23C0 vEB

&d:EE B2

ChO 2a

SDECFE 73

SDEE 14

SBeD @&
FFr426 12
Fz:

~EE @1
FE: 207487 2B
EE
S0
SC

—FFe&424 FC
28F

JHP 2eC10D1AT
WOR _ED, OWORD PTR S5S: [ESF+281
PREFIX REFME:
JHP SHORT G3C2EE34
LSL ED:, OWORD PTR S5S: [ESF+32]
FOF ED:
SUUE EDI,EBX
FUSH DWORD PTR D5: [ESI+IC]
RCL EDI,41
WOR EDI,OWORD PTR SS: [ESF+28]
FOF EDI
SBE EFR,ECH
JHP SHORT B3C2EE9C
CALL FRR CEZZ:B0BE2E74FF
FOF _EH:
OF EEF.FFFFFFDF
OF _EEF,TE
JHMP SHORT B3C2ZEERE
IMNT 28
LEA EEF,OWORD FTR SS: [EEF+ESI#2+73]
LEA EEF,OWORD PTR DS:[ESI+14]
MOU EBF, DWORD PTR 55:[EEF]
FIUSH DWORD PTR D5: [ESI+18]
FREFIx REFHME:
JHP SHORT B3C2RECH
LOCK _LEA ESI,DWORD PTR DS: CEDI+EAX+3E]
FOF ESI
FOFFD
FOF ESF
JHP DWORD PTR S5: [ESP-41
H

sLERAXT, AL
sLERAXT, AL
s [ERX], AL
sLERAXT, AL
sLERAXT, AL
sLERAXT, AL
sLERAXT, AL

Superf luous

Shift const:

Superf luous
Far call

Superf luous

Superf luous

LOCE, prefin

Oy iverGe . 8

-

Stack 55

Address

Lalue

GE1SFEF4
BE13FEFS

[ETE R =] oy oy oy

BEEEEZ] 2
BE1SFFE4] 5

[EleTETETETETE R ]

:[EAX],
r2A (DOriverGe.B841272A) f JHMFP to mswbwmcd. ThunRTHain

BE1ZFF2E] YEFDEDG@E

FE1oFFos| BE412070| ASCIT "UESTELA"

Figure 20

As you can see we are still in the high memory section, the first OEP bytes (VB5!6&*) are

already pushed onto the stack and now we will jump to ThunRTMain immediately! So when

you want to unpack this new version you have to rebuild OEP.

So after unpacking and fixing dump, do a search for strings and you will see some plain

internet urls, which is of course not a big mistake but it is unsecure for sure.
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UMICODE
UMICODE
UMICODE
UMICODE
UMICODE
UMICODE
UMICODE
UMICODE
UHMICODE
UMICODE

Ry
llersion. tmp™”

http: S oW, de iver—sof t.comns | iveupdateslersion. ini™
llerifut

http: oW, dre iver—sof t.consler ifykew. asprL icenseTupe=""
051205

L icenseCode=""

"tHardwareI0D=""

Tlerifudata. tmp'”

vl

Figure 21

If you do a little research you will find the magic CALL like in the previous version. But the

main difference in this

version the magic CALL is not obfuscated!!! This is really a big fail

because the magic CALL determines the license; trial or registered. The magic CALL is at VA

005D04F0. You can read the purpose of this magic CALL clearly. We will leave that part

because this is not our goal.

So, now we will take a |

ook at downloading the drivers. Go back to the application GUI and

push “Start Scan -> Fix Now”.

Via the magic CALL you can manipulate the jumps so that you are able to download the

drivers.

Put a BP on InternetCrackUrlA, and press “Download All”

L
lisdl Driver Genius

File Action Tools Help

ﬁ“ Home

Back Up Drivers
Restore Drivers
Uninstall Drivers
Update Drivers
My Downloads

Options

* LiveUpdate

Driver Download Manager
17 driverls) in 8 driver package(s) are available

To download a driver update, select it from the list and then click the 'Download" button,

D.. # of Drivers Status Percent Size Completed El
Q) 1 0.00% 0 0
D 1 0.00% 0 0
D 1 0.00% 0 0
O 1 0.00% 0 0
@ 10 0.00% 0 0
D 1 0.00% 0 0
D 1 0.00% 0 0
D 1 0.00% 0 0
< | i | 3

Hardware Info \ﬁ; View driver update details
@ Delete
Stop Download ]I[ Download All ]
Figure 22
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When you break check the register. So this is clear right? This URL will check if the server is

online. If it cannot download/access “test.txt” then the server is probably down.

Registers (FFUI

< S S 5 < S S S 3 < S

ECH BEEERERD
EDX BEEEREER
EBY BFBEEZ402
ESP Balscyed
EEF Ba13CyCA
ESI B888aE44

ERX WFELYORS ASCII "http: << www,Oriver—Soft.com Oown load. asprServerID=14F i leMame=test. . tut™

EDI G7ELYDAS ASCII "http:<<www,Oriver—5oft.com Down load. asprServerID=14F i leMame=test .. tut™
EIF @7¥2CE898 CLMULT™1,.872cas98

Figure 23

In the same way but different API’s you can catch the URL it is connecting to.

In example, when you put a BP on InternetConnectaA, it will connect to...

B7IC2249
A7AC2240

[EhEl =
BrICE354
A7ICEEET

. BB4E B2 MOU EAX, OWORD PTR S5:CEBP+2]
. E@ FUSH ERX
. FFIE ZSCEERIGY| CALL DWORD PTR DS: [FALSESC]
. B0 FOF EEP
» L2 2888 RETH 28

A MOF

05: [BPALIEERC]I=F4BEEEFE (wininet. InternetConnectAl

BFEZFEDE
AFEZFED4

BFEZFEDC
AFEZFEER

YSSEEFFE | KERMELER. PS9BEFFA

Al1214358

BACCESES

BFEEESEZ | ASCIT " www. Or iver—Sof €. com''
BEAEEEEE

Figure 24

When you continue you will see it breaks many more times on these API’s, and it tries to
download the drivers. But finally the developers programmed a secure protection at server-
side (not client-side!), because when you does not have a valid license you simply cannot

download the drivers, you cannot even access them via an internet browser.
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5 CONCLUSION

We saw a lot of mistakes by the developer. He (probably) purchased pretty expensive
protectors as Asprotect & VMProtect, but definitely used it in a wrong way.

| guess the developer used Asprotect to embed a file (the high memory address | guess), and
used VMProtect to protect his application against reversing. Well, he failed in all ways.

VMProtect has a lot of strong features such as “Anti debugging” & “File check integrity” and
“Code obfuscation”. The first two are not present and the last is very bad implemented.

Besides that, the IAT is not touched which means it is extremely easy to unpack the
application. Also, in the newer version, the OEP bytes were stolen but this was not a big
deal.

There was just one and the same CALL which determines the application is trial or
registered. And the “real” decision was outside this CALL, which means it can be patched
easily since it is not obfuscated!

The last but not least mistake is the plain internet URLs. This is not really secure don't you
think?

The one and only good protection is from server-side. Without a valid license we are unable
to download the drivers. Well done.
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6 GREETINGS & CONTACT

Of course the thanks and greetings goes to ARTeam. In special to Shub & Nacho.

You can always contact me though the ARTeam forum:

http://www.accessroot.com/arteam/forums

Or via email:

danny arteam@outlook.com

Danny / ARTeam

Reveal the unknown, hide the known


http://www.accessroot.com/arteam/forums
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